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NOTE BY THE DEPARTMENT OF STATE 

Pursuant to Public Law 89—497, approved July 8, 1966 
(80 Stat. 271; 1 U.S.C. 113)— 

“. . .the Treaties and Other International Acts Series issued 
under the authority of the Secretary of State shall be competent 
evidence . . . of the treaties, international agreements other than 
treaties, and proclamations by the President of such treaties and 
international agreements other than treaties, as the case may be, 
therein contained, in all the courts of law and equity and of maritime 
jurisdiction, and in all the tribunals and public offices of the 
United States, and of the several States, without any further proof 
or authentication thereof.” 



 

 

 
                                                                         

 
                                                      
 
                                                           
                                                             
                                                          
                                                         
                                                  
     

 

GEORGIA 

Defense:  Protection of Information 

Agreement signed at Washington 
May 9, 2017; 

Entered into force December 18, 2017. 
With appendix. 



AGREEMENT BETWEEN 

THE GOVERNMENT OF THE UNITED STATES OF AMERICA 


AND 

THE GOVERNMENT OF GEORGIA 


CONCERNING SECURITY MEASUR&S FOR THE PROTECTION OF 

CLASSIFIED INFORMATION 


PREAMBLE 

The Government of the United States of America (the ·~united States") and the Government of 
Georgia ("'Georgia") {each a J'Party ," and collectively the "'Parties"), 

Considering that the Parties cooperate in matters including, but not limited to, foreign affairs, 
defense, security, law enforcement, science, industry, and technology, and 

Having a mutual interest in the protection of Classified Information exchanged in confidence 
between the Parties, 

Have agreed as follows: 

ARTICLE 1.,... DEFINITIONS 

For the purpose ofthis Agreement: 

L Classified Information: Information provided by one Party to the other Party that is 
designated as classified by the releasing Party for national security purposes and therefore 
requires protection against unauthorized disclosure. The information may be in oral, visual, 
electronic, or doclJ.Jllentary form, or in the form ofmaterial, including equipment or technology. 

2. Classified Contract: A conttact that requires, or will require, access to, or production. of, 
Classified Information by a Contractor or by its employees in the performance of the contract. 

3. Contractor: An individual or a legal entity, possessing the legal capacity to conclude contracts, 
who is a party t-0 a Classified Contract 

4. Facility Security Clearance (FSC): A certification provided by the National Security Authority 
of a Party, as designated in Article 4, for a Contractor facility under the Party'sjurisdiction that 
indicates the fa<..ility is cleared to a specified level and also has suitable security safeguards in 
place at a specified level to safeguard Classified Information. Such a certification shall signify 
that Classified Infonnation at the CONFIDENTIAL level or above shall be protected by the 
Contractor for which the FSC is provided in accordance with the provisions of this Agreement 
and that compliance shall be monitored and enforced by the relevant National Security 
Authority. In the case of the United States, an FSC is not required for a Contractor to undertake 



Contracts that only require the receipt or production of Classified Information at the 
RESTRICTED level. 

5. Personnel Securitv Clearance (PSC): 

a. 	 A determination by the N<ltional Security Authority of a Party, as designated in Article 4, 
that an individual who is employed by a state agency of that Party or a Contractor under 
the jurisdiction of that Party is authorized to access Classified Information up to a 
specified level. 

b. 	 A determination by the National Security Authority of a Party. as designated in Article 4, 
that an individual who is a citizen ofone Party but is to be employed by the other Party or 
by one of the other Party? s Contractors is authorized access to Classified Information up 
to a specified level. 

6. Need to Know: A determination made by an authorized holder ofClassified Information that a 
prospective recipient of Classified Information requires access to specific Classified Information 
in order to perform or assist in a lawful and authorized function of the Party or Parties. 

ARTICLE 2-LIMITATIONS ON SCOPE OF THE AGREEMENT 

This Agreement shall not apply to Classified Information within the scope of the terms of 
another agreement or arrangement between the Parties or agencies thereof providing for the 
protection of a particular item or category of Classified Information exchanged between the 
Parties or agencies thereof, except to the extent that such other agreement or arrangement 
expressly makes this Agreement's terms applicable. This Agreement also shall not apply to the 
exchange ofRestricted Data, as defined in the U.S. Atomic Energy Act of 1954, as amended (the 
"AEA''), or to Formerly Restricted Data, which is data removed from the Restricted Data 
category in accordance with the AEA but still considered to be defense information by the 
United States. 

ARTICLE 3- COMMITMENT TO THE PROTECT.ION OF CLASSIFIED 

INFORMATION 


1. Each Party shall protect Classified Information of the other. Party according to the terms set 
forth herein. 

2. Classified Information shall be protected by the recipient Party in a manner that is at least 
equivalent to the protection afforded to Classified Information by the releasing Party. 

3. Each Party shall promptly notify the other of any changes to its laws and regulations that 
would affect the protection of Classified Information under this Agreement. The obligations in 
this Agreement shall not be affected by such changes in domestic law. In such cases, the Parties 



shall consult regarding possible amendments to this Agreement or other measures that may be 
appropriate to maintain protection of Classified Information exchanged under this Agreement. 

ARTICLE 4- NATIONAL SECURITY AUmORITIES 

1. For the purpose of this Agreement, the National Security Authorities shall be: 

a. for the United States: Director, International Security Programs, Defense Technology 
Security Administration. Office of the Under Secretary of Defense for Policy, U.S. Department 
ofDefense 

b. for Georgia: The State Security Service of Georgia. 

2. The Parties shall inform each other ofany subsequent changes to these Authorities. 

3. The Parties may conclude supplemental implementing arrangements to this Agreement where 
additional technical security measures may be required to protect Classified Information 
transferred to the recipient Party through foreign military sales or cooperative programs, to 
include programs involving co-production or co-development of defense articles or services. 
Such implementing arrangements may include Special Security Agreements or industrial 
Security Agreements. 

ARTICLE 5-DESIGNATIONOF CLASSIFIED INFORMATION 

I. Classified Information shall be designated, and stamped or marked where possible, by the 
releasing Party as classified at one of the following national security classification levels. For 
purposes of ensuring equivalent treatment, the Parties agree that the following security 
classification levels are equivalent: 

UNITED STATES GEORGIA 
t>.:>6U.:,3',j0)~<!!'0 aooa~h 
(GANSAKUTREBULI MNISHVNELOBIS) I 

TOP SECRET TOP SECRET 

b~o~b~~~ {SRULIADSECRET 
SAlDUMLO) I SECRET 

CONFIDENTIAL b.:io~ {SAIDUMLO) I CONFIDENTIAL 

~~~~O~(!?M<'>ob~3ob
NO EQUIVALENT (SHEZGUDULI SARGEBLOBISA TVIS) I 

RESTRICTED - J 



2. During the implementation of this Agreement, if Georgia in accordance \Vith its domestic law 
provides Classified Information designated as RESTRICTED, the United States shall handle it 
in accordance with the Appendix to this Agreement. 

3. Classified Infonnation shall be designated, and stamped or marked where possible. with the 
name of the releasing Party. 

ARTICLE 6- RESPONSIIJILITV FORCLASSIFIED INFORMATION 

The recipient Party shall be responsible for the protection of all Classified Infonnation of the 
releasing Party in a manner that is at least equivalent to the protection afforded to Classified 
Information by the releasing Party while the Classified Infonnation is under its control. While in 
transit, the releasing Party shall be responsible for all Classified Infonnation until custody of the 
Classified Information is form.ally transferred to the recipient Party. 

ARTICLE 7 - PROTECTION OF CLASSIFIED INFORMATION 

1. No individual shall be entitled to have access to Classified Information solely by virtue of 
rank, position, appointment. or PSC. Access to such infcmnation shall be granted only to 
individuals who have a Need to Know and who have been granted the requisite PSC in 
accordance with the prescribed ·standards ofthe recipient Party. 

2. Except as otherwise provided in this Agreement, the recipient Party shall not release Classified 
Infonnation of the releasing .Party to any third party. including any third-:party government. 
individual, finn, institution, organization, or other entity, without the prior written consent of the 
releasing Party. 

3. The recipient Party shall not use or permit the. use of Classified Information of the releasing 
Party for any other purpose than that for which it was provided without the prior written consent 
ofthe releasing Party. 

4. The recipient Party shall respect any private rights that are associated with Classified 
Information of the releasing Party. including those rights with respect to patents, copyrights, or 
trade secret'i, and shall not release, use, exchange. or disclose such Classified Infonnation in a 
manner inconsistent with those rights without the prior written authorization of the owner of 
those rights. 

5. The recipient Party shall ensure that each facility or establishment that handles Classified 
Information covered by this Agreement maintains a list of individuals at the facility or 
establishment who are authorized to have access to such information. 

6. Each Party shall develop accountability and control procedures to manage the dissemination 
of, and access to, Classified Infonnation. 



7. Each Party shall comply with any and all limitations on use, disclosure, release, and access to 
Classified Information . as may be specified by the releasing Party when it discloses such 
Classified Information. If a Party is unable to comply with the specified limitations, that Party 
shall immediately consult with the other Party and shall undertake all lawful measures to prevent 
or minimize any such use, disclosure, release, or access. 

ARTICLE 8 - PERSONNEL SECURITY CLEARANCES 

1. The Parties shall ensure that all individuals who in the conduct of their official duties require 
access or whose duties or functions may afford access to Classified Information pursuant to this 
Agreement reeeivc an appropriate PSC before they are granted access to such information. 

2. The Party granting the PSC shall conduct an appropriate investigation in sufficient detail to 
determine an individual's suitability for access to Classified Information. The determination to 
grant a PSC will be made in accordance with the national laws and regulations of the granting 
Party. 

3. Before an official or representative of one Party releases Classified IDformation to an official 
or representative of the other Party, the recipient Party shall provide to the releasing Party an 
assurance that the official or representative has the necessary· PSC level and a Need to Know and 
that the Classified Information will be protected by the recipient Party· in accordance with this 
Agreement. 

ARTICLE 9- RELEAS"E OF CLASSIFIED INJfORMATION TO CONTRACTORS 

1. Classified Infonnation received by a recipient Party may be provided by the recipient Party to 
a Contractor or prospective Contractor whose duties require access to such information with the 
prior written "consent of the releasing Party. Prie>r to releasing any Classified Information to a 
Contractor or prospective Contractor, the recipient Party shall: 

a. Confirm that such Contractor or prospective Contractor and the Contractor's facility 
have the capability to safegnartl the infonnation in accordance with the terms ofthis Agreement; 

b. Confirm that such Contractor or prospective Contractor and the Contractor• s facility 
have been granted appropriate PSCs and FSCs, as applicable; 

c. Confirm that the Contractor or prospective Contractor has procedures in place to 
ensure that all individuals having access to the information are informed of their responsibilities 
to protect the information in accordance withapplicable national laws and .regulations; 

d, Carry out periodic security inspections of cleared facilities to ensure that the 
information is protected as requited by this Agreement; and 



e. Confirm that the Contractor or prospective Contractor has procedures in place to 
ensure that access to the information is limited to those individuals who have a Need to Know. 

ARTICLE 10- CLASSIFIED CONTRACTS 

1. When a Party proposes to place, or authorizes a Contractor in its country to place, a Classified 
Contract that is classified at the CONFIDENTIAL level or above, with a Contractor in the 
country of the other Party, the Party that is to place or authorize the Contractor to place such 
Classified Contract shall request an assurance that an FSC has been is~n1ed from the National 
Security Authority of the other Party. The National Security Authority of the requested Party 
shall monitor and take all appropriate steps to ensure the security conduct by the Contractor will 
be in accordance with applicable national laws and regulations. 

2. The National Security Authority ofa Party negotiating a Classified Contract to be performed 
in the country of the other Party shall incorporate in the Classified Contract, request for proposal, 
or subcontract document appropriate security clauses and other relevant provisions, including 
costs for security. This includes provisions requiring any Contractors to include appropriate 
security clauses in their.subcontract documents. 

ARTICLE 11-R.EsPONSIBILITY FOR FACILITIES 

Each Party shall be responsible for the security of all state and private facilities and 
establishments where it stores Classified Information ofthe other Party and shall ensure that such 
facilities or establishments have qualified and appropriately cleared individuals appointed with 
the responsibility and authority for the control and protection of S,Uch information. 

ARTICLE 12-STORAGE OF CLASSIFIED INFORMATION 

Classified Information exchanged between the Parties shall be stored in a manner that ensures 
access only by those individuals who have beenauthorized access. 

ARTICLE 13-TRANSMISSJ()N 

L Classified Information shall be transmitted between the Parties through government-to
government channels or other channels mutually approved in advance in writing. 

2. The minimum requirements for the security of Classified Information during transmission 
shall be as follows: 

a. Documents or other media: 

~-----.--~,---



(1) Documents or other media containing Classified Information shall be transmitted in 
double, sealed envelopes. The inner envelope shall indicate only the classification of the 
documents or other media and the organizational address of the intended recipient. The outer 
envelope shall indicate the organizational address of the intended recipient, the organizational 
address of the sender, and the document control number, ifapplicable. 

(2) No indication of the classification of the enclosed documents or other media shall 
be made on the outer envelope. The double sealed envelope shall be transmitted according to the 
prescribed procedures of the Parties. 

(3) Receipts shall be prepared by the recipient for packages·containing documents or 
other media containing Classified Information that are transmitted between the Parties, and such 
receipts shall be signed by the final recipient and returned to the sender. 

b. Material: 

(1) Material, including equipment, that contains Classified Information shall be 
transported in sealed, covered vehicles, or shall otherwise be securely packaged or protected in 
order to prevent identification of its shape, size, or contents, and kept under continuous control to 
prevent access by unauthori7.ed persons. 

(2) Material, including equipment that contains Classified Information that must be 
stored temporarily awaiting shipment shall be placed in protected storage areas. Such areas shall 
be protected by intrusion detection equipment or guards with requisite PSCs who shall maintain 
continuous surveillance of those areas. Only authorized personnel with the requisite PSC shall 
have access to the protected storage areas. 

(3) Receipts shall be obtained whenever material that contains Classified Information, 
including equipment. changes hands during transit, and a receipt for such material shall be signed 
by the final recipient and returned to the sender. 

c. Electronic transmission: Classified Information that is classified at the 
CONFIDENTIAL level or above that is to be transferred clectroniCally shall be transmitted using 
secure means that have been approved by each Party's National Security Authority. 

ARTICLE 14 - VISITS TO FACILITIES AND ESTABLISHMENTS OF THE PARTIES 

1. Visits by representatives of one Party to facilities and establishments of the other Party that 
require access to Classified Information, or visits for which a PSC is required to permit access, 
shall be limited to those necessary for official purposes. Authorization shall only be granted to 
representatives who possess a valid PSC. 

2. Authorization to visit such facilities and establishments shall be granted only by the Party in 
whose territory the facility or establishment to be visited is located. The visited Party, or its 
designated officials, sha11 be responsible for advising the facility or establishment of the 
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proposed visit, and the scope and highest level of Classified Information that may be furnished to 
the visitor. 

3. Requests for visits by representatives of the Parties shall be submitted by the Embassy of the 
United States in Tbilisi in the case of U.S. visitors, and by the Embassy of Georgia in 
Washington, D.C., in the case ofGeorgian visitors. 

ARTICLE 15-SECURITY VISITS 

Implementation of security requirements set out in this Agreement may be verified through 
reciprocal visits by security personnel of the Parties. The security representatives of each Party, 
after prior consultation, shall be permitted to visit the other Party to discuss and observe the 
implementing procedures ofthe other Party in the interest ofachieving reasonable comparability 
of security systems. The host Party shall assist the visiting security representatives in 
determining whether Classified Infonnation received from the other Party is being adequately 
protected. 

ARTICLE 16- SECURITY STANDARDS 

On request, each Party shall provide the other Party with information about its security standards, 
practices, and procedures for safeguarding ofClassified Information. 

ARTICLE 17 -REPRODUCTIONOF CLASSIFIED INFORMATION 

1. Reproduction, which includes translation.<; or copies, of Classified Infonnation shall be in 
accordance with the requirements of applicable national laws and· regulations of the Party 
reproducing the Classified Information and this Article. 

2. When Classified Information is reproduced, all of the original security markings thereon shall 
also be reproduced, stamped, or marked on each reproduction of such information. Such 
reproductions shall be subject to the same controls as the original information. The number of 
reproductions shall be limited to the minimum number required for official purposes. 

ARTICLE 18-DESTRUCTION OF CLASSIFIED INFORMATION 

1. Destruction of Classified Information shall be in accordance with the requirements of 
applicable national laws and regulations of the Party destroying the Classified Information and 
this Article. 



2. Documents.and other media containing Classified Information shall be destroyed by burning, 
shredding, pulping, or other means that prevent reconstruction of the Classified Information 
contained therein. 

3. Material, including equipment, containing Classified Information shall be destroyed through 
means that render it no longer recognizable so as to preclude reconstruction of the Classified 
Information in whole or in part. 

ARTICLE 19-DOWNGRADING AND DECLASSIFICATION 

1. The Parties agree that Classified Information should be downgraded in classification as soon 
as the information ceases to require that higher degree ofprotection or should be declassified as 
soon as the information no longer requires protection against unauthorized disclosure. 

2. The releasing Party has complete discretion concerning downgrading or declassification of its 
Classified Information. The recipient Party shall ·not downgrade the security classification or 
declassify Classified Information received from the releasing Party, notwithstanding any 
apparent declassification. instructions on the document, without the prior written consent of the 
releasing Party. 

ARTICLE 20-LOSS OR COMPROMISE 

The recipient Party shall inform the releasing Party immediately upon·discovefy of all losses or 
compromises, as well as possible losses or compromises. of Classified Information of the 
releasing Party. In the event ofan actual or possibleJoss or compromise of such information, the 
recipient Party shall initiate an investigation immediately to determine the circumstances of the 
actual or possible loss or compromise. The results ofthe investigation and infonnation regarding 
measures taken to prevent recurrence shall be provided.to the releasing Party. 

ARTICLE 21- DISPUTES 

Disagreements between the Parties arising under or relating to this Agreement shall be settled 
solely through consultations between the Parties and shall not be referred to a national court, an 
international tribunal, or any other person or entity for settlement. 

ARTICLE 22 - COSTS 

Each Party shall be responsible for bearing its own costs incurred in implementing this 
Agreement. All obligations of the Parties under this Agreement shall be subject to the 
availability offunds. 
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ARTICLE 23-AMENDMENTS 


This Agreement shall be amended only by mutual agreement of the Parties. Any such 
amendments shall be concluded as a separate document, which shall enter into force in 
acc-0rdance with Paragraph 1 ofArticle 24 of this Agreement. 

ARTICLE 24 - FINAL PROVISIONS 

1. This Agreement and any amendments to this Agreement shall enter into force on the date of 
the later note in an exchange of diplomatic notes by which the Parties indicate that each Party 
has completed its necessary internal procedures for the entry into force ofthis Agreement. 

2. Either Party may terminate this Agreement by notifying the other Party in writing through 
diplomatic channels ninety days in advance of its intention to terminate the Agreement 

3. Notwithstanding the termination of this Agreement, all Classified Information exchanged or 
otherwise provided pursuant to this Agreement shall continue to be protected in accordance with 
the provisions set forth herein. 

IN WITNESS WHEREOF, the undersigned, being duly authorized thereto by their respective 
Governments, have signed this Agreement. 

DONE in duplicate at VJ ~W'\-a1ol\ this _5:~day of f\o. ~ , 1--o f 't, 
in the English and Georgian languages, both texts being equally auth tic. In case of 
any divergence of interpretation, the English text shall prevail. 

FOR THE GOVERNMENT OF FOR THE GOVERNMENT OF 
THE UNITED STATES OF AMERICA: GEORGIA: 

~----5~. ,----_-/ 



APPENDIX 

PROCEDURES FOR PROTECTING RESTRICTED INFORMATION 

PROVIDED BY GEORGIA TO THE UNITED STATES 


I. Upon receipt, Georgia Classified Information provided to the United States at the 
RESTRICTED level shall be protected by the United States in accordance with the following 
minimum procedures. 

2. Information designated as RESTRICTED shall be stored in locked containers or closed areas 
that prevent access by unauthorized personnel. 

3. The United States shall take all available steps short of classification to protect 
RESTRICTED information provided by Georgia from disclosure to unauthorized persons or 
entities without prior written approval ofGeorgia. 

4. RESTRICTED information shall, as applicable, be stored, processed, or transmitted 
electronically using government:.. or Contractor-accredited systems. In particular, before any 
system is used to store, pr~s. or transmit RESTRICTED information, it must receive security 
approval, known as Accreditation. An Accreditation is a fonnal statement by the appropriate 
accrediting authority confirming that the use of a system meets the appropriate security 
requirements and does not present an unacceptable risk. Security Standard Operating Procedures 
are tec1mical procedures to implement security policies and requirements unique to a specific 
facility to protect automated information systems processing Classified Information. For stand
alone automated .information systems such as desktop and laptop computers ·utilized in U.S. 
Government establishments, the system regii:.1ration document together with the Security 
Standard Operating Procedures shall fulfill the role of the required Accreditation. For 
Contractors, guidance on the use of communications and information systems shall be 
incorporated into the Restricted Conditions Requirements Clause in the Contract. 

5. RESTRICTED information shall be transmitted by first class mail within the United States in 
one sealed envelope. Transmission outside the United States shall be in double, sealed envelopes, 
with the inner envelope marked "GEORGIA RESTRICTED.'; Transmission outside the United 
States shall be by traceable means such as commercial courier or other means agreed upon by the 
Parties in writing. 

6. U.S. documents that contain RESTRICTED information shall bear on the cover and the first 
page the marking "GEORGIA RESTRICTED." The portion of the documents containing 
RESTRICTED information also shall be identified with the marking "·GEORGIA 
RESTRICTED." 

7. RESTRICTED information may be transmitted or accessed electronically via a network like 
the Internet using government or c.ommercial encryption devices mutually accepted by the 
Parties. Telephone conversations, video conferencing, or facsimile transmissions containing 



RESTRICTED information may be conducted if an encryption system is not available and 
subject to the approval of the rclea."iing Party's National Security Authority. 

8. An FSC is not required for a Contractor to undertake contracts that require only the receipt or 
production ofClassified Information at the RESTRICTED level. 

9. Access to such RESTRICTED information shall be granted only to those individuals who have 
a Need-to-Know. A PSCis not required to access RESTRICTED information. 
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1. 8b~.> Cl<'lMou ~ o6'i'JMM8.)QOOU aoV<"lQ?n&.'.> '['.)SQ?.; &~M(3~b 

Bm.>~.'.>m~Uo .;Mb:jlob .;6 \)o6::,b~, MMabM03~, \jQMo~t'>om Cl:JOJ.'.>5banb~ llb:l.'.> 

~bb~~OO). 

2. 8o~Q?:jir>U Q?MMU \.}.)O<;,Q'C}~ o~.;ooob OU~mb<-1~ 008.;Mm ~~ 
8o6oa.;~ ~36:J&o ~(>O.'.>: 

(1) ~~ n~.;ooob aaao~ Q?Pl~~ob :;6 o&z3M~oob 

a~~ ub3.) b.'.>CJ~o~:Pob anV<"lw~ rJJw:; a:i~b Pl~XJ:;0o, w~~~m. 
a~ ~'t>o ~.'.> .'.>~o6om5r:ib ~l;t>M~a:j:i~ .'.>6 o~~oob B~nb~o 
ut>s::i b~~ne.:tiou ~~M<'lbob b~ubo <.\"" jy>Su:;<ti~ ~Q&ob MM0t>6o'bt>Goou 

oob.>&Mmo. ~ JM63.r.f>O't>o ~.) ~b (>.'.>5bt>~ 8~:jiob MM&.'.>OO~oob 

aob.'.>8bMo>o, ~0<tl<>3600 ~<tl.)(3oob aob.'.>8.>!'lcno W" Q?MJ'08D6600 U:;J('lf56~ ~• 

.'.>bomou .'.>Mbnb~u Sn8mba:J3b&>. 

(2) o<>Mo $J6JoMO't>o .'.>Mb6.'.>0Mo ~6.'.> .'.>M 'O~ (>.'.>~U a~ .w;~~ 
cpMJ<:JBn50:J&ob :;5 ~ooba~.,!'l~o bba.> b~'O~oe.:.:ieoo ~b~hbou 
OQUt>b:)&. C'lMat>(>O <;;p~ JMl5sif>6ob 80~:)&:; ~.) i):;SbMt')30~ 8b.;t').Jmt> OOrJM 

W·X!?&l6~o a~~b aou.)l).>Bob.)<;;p. 

(3) .'.>8b~obro3ob, MMB~~ B<>mot>3b 8bt>M:JOl.'.> ()(')Mob 0~.'.>~~o b~~ 
o6~C'lMat>(3ooU ofJ8~ cpPl~~b :;fj O~Mfflt>(300U a~;:.M~ 1Jb3.; bt>CJo~i)&b, 

8~Q&a.; ~ a(').'.)(1b.)l;t>Mb a~:jiob w<>a~.'.>bO~~o R<>6.;~. a~ 



Q?~~::.b6'C.J<'>n&~ :.iaw;:iti'> B::.6;:,Vif>n&b b~ 'C.JGQ?:> 8m;:i\jifw>IJ b~~ aoa~&a~ i;:p::. obo5o 
'C.JGQ?<l Q?.'.>'C.J&M'C)l'X;roll ~~()~sfib. 

(1) b~a~M o&z3Mt">a::.eoou 5::.J8~ a::,b~b. &en cmMob ~lr.f>3o~b, 
6M.'.>6!J3rtltil<.50Mot>.'.> 'C)6Q?.'.> Qb6hMMo~b ~~o, \l).'.>~'C.J~O b;;6M.'.>~CM 

U.)~~~. .'.>6 bb:pro~<!? -::Jb:>~bMQ? 'd5<!?.) 6oOl8'CJOOMU .'.>6 orlBab Q?.'.>G'::J~· M::.m.) 
BMbi;:p{)b Bobo ez3Mti'>8ob, 'b(f)lJob .){) CIQ(l~M&ob OQ?~Ol80(3n<'>QIX>b Q).)$OQ?.'.>6 .'.>(3~.'.>, Q?:> 

'C.J6<!?.'.> oaiJ~b ~030 JMS~MM~ rJ3oo, M;,m::, BMb(ro\l ~.'.>BMUo~~ 
8o:JM B.'.>b'bn V3i;:p(f)lJob ~00.:i. 

(2) &::.b::.~'b.:i36.'.>Q? ~acb~o&;:J~o b::,oQ?~ o~a.'.>ooob <Jo8ooo<t?O a~ 8::.oo 
~b .'.>~.fu~Px'>lJ, Q?ti'>(')of>omo o:Jfubst.> 'C.J6Q?.'.1 8Mb\pnU CJnb.'.&b.)Q? Q?b(3~ 

~Mti'>n:>'ba. t.>b!)O)O ~~6Mti'>ot.> Q?.'.>(3~ 'C}6Q?t.> nwili 0DMo6MMoo~ lJ~~olJ 

~.'.>8ma3~noo .:i~.1rfl3~f>oa> ::,5 b.:i~ ~<"lti'>a.'.>(30.'.IU0>.'.>6 .'.>OO~D~ 
o6Q?oaOQ?~~ Q?b(J~b 8dM6:J ao~b ao{)M, M<'1~ ().'.>6.'.>bMM(3~ 

.:i~tJ&o~o ~MMoob ~3 aoms~~.'.>b. (J3b.'.>6.'.>b.)Q? (.'!?.'.>(3~ ~~'b3 

\;3Q?M8.'.> o::J6nt>:.i a~ b.xl~~ ~ao.:ibm:.i6 .)'C)G~~ ~~o 
~sCl3[)bob a::JM6:J tm~.'.>8mb~ 3oMlwl6~b. 

(3) ~~b~b *1~ X(fl'b:J, ~ob.'.>O ~~.'.1(306b a{)(l~o 
a:.ib~:.i. &en CJMMob ~.futi'>s~:.i, ~~~ ~ b~ao. '::)6Q?.'.> oobQ?tib ~n&OO 
w~~.:i~~~o ~:.i&~nMnbob C>M3M33f).), Q?.'.> ~M.'.>Mn aw.:i~ob a~b.~&Q?~~ 
f;.){5.)fuMb ~'::1~ 8m.'.>\jf)MMb ~M~ao~ W.'.> oh '::)6Q?t:> Q?.'.>'C.J~b ~'b~b. 

c. ~o 8o\)<'>.~.:i: CONFIDENTIAL ::.6 '::J~M ~.~ b:.iOQ?'Cjt~~b 

b.)t">obbom Q?.'.>~~o&;:J~ b~ o6ez3MM8~o:.i, ~~G ~~.'.IQ? 
~oooa.), ao~~ ~::, ~b (J)O(T)(")~o CJb.)t">ob o~s5t>~ ~~b 
~6P:lb /3onM Q?.'.>B~~~o 'C.J~MmbC"'l b~~b~~· 

1. :JMcno ah~b \7.'.>M8Masi;:pMf5~ob .sn~ne>o 8:JMt?o ()h.:,f?ob ~~IJ::, Q?t.I 

i;:p~ob~~~o. t?Ma~B b.:,,lot'}(')3&b b::.OQ?'C.JB~ ~MB:.iBoob i;:ia6M&sb, :.i6 30~. 
t">~ne>obcnaob.:>0 U.'.>jo<'}M.'.I U.)(')~~l o~Ma:.ieo;,bcn.:>6 00<.\?03'"1<!?':.'.)~0 Q?t.1a30t>:.i 
b~8~ ~t'l8.'.>()00b ().)(3f5Mbob ~~OU 8obt.16oJ~-'>\B• CJQ~ ~&;e.:> OfJMb 

OOQ?o6~, til~i;:pof5.)~e ou ..,000~~~0:.i Mez30BO.)<!!"'CJ<"'>o 6o'l;6nt>ou:.icnaob. ~3~ 0~ 
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aoa00J.MU O~MQ? oa v.:itt>ooa.:iwMf>~&u, MM~o&oe 'l3<::><'l&[)5 U.'.>0(9~0<::>M o6C(3<'1Ma.'.>(300U()').}6 
d~.'.>oo aw>cs o5woso<;p•cp~ (9.'.>o~.::.l..I. 

2. .'.>U:JO" M&oO::IOQ&b.'.> (9.'.> (9.'.>V[)b~o&ao 3o<i:>o6ob 6[)~3.'.> ~5(9.'.> ~.'.>OoQb 8bM~(9 oa 
8b.'.>MoU i:lO!JM, M<'l~b 6oMo6~C\Joo a~~[)Mf>b 3b Mt>nod60 .'.>6 (9.'.>~3~ U.'.>(9.'.>(3 
304t>o00 ~('9.'> zy:i6tmM3~b. Bb.lMa, ~.'.>(3 30C\Jooo bM<">{30~b, .'.>6 oob oo{.'JM 
ob6b.'>C\'>~3~<::>0 C'lC80(30~MO aomo&o J.'.>~'bob8M~~o ~.'.>5 MRaaob ao~.'.>C\Jo 
anb~ 30~ M!k>a:Jt'Job .-,5 ~\i[)b~ob anb~b[)ei. CI!" ~o~ o~M&(3oob 
'l3~~ob.'> (9.'.> ~a~ b.'.>Of!!~~C'lm&ob bbMobbob ~b[)f>, tt>~oa <J[)U.:>d~.:> 

ao~ ao<ooomu. 

3. snC\Joooo a~bn& abbmooob v~~~u a\'lOlbM3B.'.>, a~ a6b6~b 

3o~b Clo8mhaaa~o. ~~ dJw.:i orlfub mf>~bClo <:l~c::?o ~~ 
U.'.>~fkr>b 8orf>, ('9'> j.}('i)~ 3o~(Y)('t)~ ~300~0 - 3bCJo600M6ao, ~b 
~. b.>d.'.>t'>m~bb~b oo[)M. 

~~t>~o aooo.'.>5ba[Jlk>m Qb5b.'.>~3~~ ~~tm[J&ob a(')(J)t>M36~b ~BbMMao~n&b 
~a&.} i3[)8M\7Bf!![JU &o3.:i~~:i'b[) \.'9~6o&o~o 30C\Jo~b ~~O>, Bb:iMoa>.'.> 
OU~3[)M~b oo:JM. VoO.:>b~~O JM6b~~OOU (}~, ~ Ob.'JMoU 
ob~~bv:iMOM&~b O'l3~ ~b aooonm. 3ofu6om o\130<"l6 a~ ab~. 
t?.-,o», ~M<nbM:Jlk>b bob~b a(Y)('t)ob 0~ a[Jb~ol><'l&ob ~vnaob aoC\'>6om, 

0.-,00~ w.., ~J3oM<;pfid6 ao<vi~ ab~ ~~COM~n&b. B.:>b300da~m 

ah.'Jtt>a ~.} f!!.'.>nt'JB:iMMb 3ofu000> a~ ou.-,rsMa>tw.i[)f>ob v.'.>MaM8~&:?~h ooob 
&.'.>6b.:>~t'>.'.loo, ~3 8b:iMob~6 ~~(!!"<> ~~ oBrs<W>a~o.'.> bMob O"CJ .:it'>.'.> 
b.'>m.'.>6~<Q <Q.'.>£3~· 

~bM36ob b.l~C\'>:J, O>O<Dt"'l~o.'.> ~ B~:J BbbM{.'JU O~ Bo~M(9(')U o6ca<'lMB~o.'.> 

b.'.>O~ ~MB~oob f!!.'.>GaoU U.'.>~.'>Mo ~b.l<at'>m~b b~6q_>;i~b. 3M.~Job.'> f!!.'> 

3<'wlo~ Of)b<ib[)f>. 

1. b~a~ o~MB..,aoob ~o<>, ~ 8M0(3<>3b m~6.">6b .'.>6 ~b 

()~.:i~~b. OOW" ~.'.>6bMtt>oo::J<!.?wnb . b:>~'CJ8~M o&;9Mt'>a.)(3oob mo~~oob 
&:>68:>tmtt>ao~n&~o Bb.'>oob ClntJ.)~obo OOf!!.'>b.lbO~VO<BM:j>Mo30 3:>6M6~M&ob 
6(T)O)b<"l3~ ('9.'> .'>it on~obm<i6.)b8b(9. 
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2. ~a~("} o5«aMM8.>ooo\.) t'l~~d3oob.>b &b'bo .lMb;)&~ b.>o~8~M()ob ~.> 
c;p~.){)o (!)MOl(30, .>t>roa, '.'..".J6w.'.> c;p;,Ddan~~b t'l::P6Mc;pri::Jeo.'.lb, .>~oooaBMb .:>5 ~b 
.>b(J010 o5<BMMCl.>Goob mOO'>Pl~ Mo3MM<;p';'.,'.)d<jo.:>'b~} .>bnox> M~c;p'0d<30[1&0 ':'.)6c;p.> 

c;p.>Qd30~b 0~030 JM66~' t'l.>o &vld8ac;pa&b m.>3c;p.l30~ o61(3Mt'l8.)(300b·oo8.>Mm. 
t'ln.3MM~ooat>ob t'l.><'X!?:)5M().> ~ CJoo~b ~oeo~o 8o'b6of>oUo>3ob b.:>~ 
80600.>~';'.,'.)MO M.)(')c;pa6Meiom. 

L u.>oc;p';'.,'.)8~ o51(3f'lMa.>ooo\.) 0.>5~~ ';'..'.)6c;p.> ~txv>t'l6~ob booc;p';'.,'.)a~ o~.>Goo\.) 

0.)(5.'.IQ?&~b M68~M(3~ ab~b aati~.>8obo Cloc;p.>b.">b~8V~~ 

J~~b 6MOJbM36at>ob.> \,9.'> .)8 8':.'.J~OU (J).)f).)b(}.',)Q?. 

2. b.;oc;p';'.,'.)8~ o&z3MMB.>ooob ~~~~ c;p.'.I ~.>3oob 8.>~t'l~ b\'.>s.> 
b~~ ';'.,'.)6c;p.> 0.>6.>c;p&';'.,'.)Mc;p{)b c;p.>\)sob, c;p~8.>oo~b, ~~ 8.>l>.'.!Q? doooob .>6 bba.> 

an()')(")(Q~ ~~00), M.>o ';'..'.)~~tt~b 8.>c000 ~b.)OQ?t'J~ ~.)()oob 
~&)Eiob J(')D3Q030.>b. 

3. ~ O~.'>(lOOU aoaa~ 8.>IJ~.'.>, 8.">0'> O~b ~.;~~' rf"xs.> 
~.>c;p0'C)Mc;pab obnox> b~~:J&o<n. .<'>.>a oo';'..'.)d~~u 0.>~b 8ob ~6M&.>b, M.)O}.> 

~M<lMo3bMbb~~~:iooob b<'>rJ~bc;p .){) &~~~· 

1. 8~~ m~6, t'lf<>8 \).)oc;p';'.,'.)8~ oficsM<">a.)()OOb b.'.1~8~ b.:,<')ol;bo ~ 

c;p.>c;p~b 8.>0063:) 8;,b CJ:JC)c;p$, t'l.>e ob o~.)(30~ ~.>M oooootwl3b ~ob~ma~~ 

~Mobbb, .>6 0~~0 '.'..".16<t>.:i odfoh 8.">0063:) &b an8c;pno. t'>;,e ob ~MMo.>Go.> .">~.lM 
00ombM3b c;p.)(33.>b ~~.'>OOb~0~.>~ob~. 

2. a~~ ah.lMob .>dall b.>J';'.,'.)O).:'.IMo u.)O~a~ o61(3MMB.">aoob b.)Oc;pcoa~MM&ob b.lMobbob 
c;pbc;p~ .>5 0.>5~';'.,'.)~~b b~o ~bJt'lOOo.>. aoa<!?QM.'.> a~. a~~ 
8b~b \jo6.">b~.lMo v~omo c:n.'>6ba<wl~b ~OClo· .lM ';'.,'.)6(Q;> c;p.:ibc;p~(')b ~o 

ab~~ ~~ b.'.loc;p';'.,'.)8~ ~.'.>()oob b.>oc;p';'.,'.)8~M&ob b.lMobbo .>6 8("}.)bc;po6Mu 
aobo · 0.:i6b~.:i, oa aoamhaoa.">&o JO• <D<;:J C!?f'lJ~:J66'bo 8omocn~~ 
f).'>6b.>o~~Qt'>ob &.J&o~o .xl,3.)M.'.> ~~o.">. 

O~Q&8.'.> ob.>6>Q8 c;p.>';'.,'.)tfM36~03 '['.)6<;Q.'> 0().)6W1&o6Mb 8<J8VMc;p:J&o~ 8b."><')ab, 8o8V~o 
ob."><'iob b.'>oc;p';'.,'.)8~ 015<sMM8.)(3oob ~.'> <;p.">J.'>M&Job ~6 ~~.:>36nt.ob 0.'>8P>3~36ob, .:>0~, 
Clob.>d~ <;p.">J.'.IM()SOU .">6 0.'.>0tJ~.:>3f5ol!>ob aoc.:>bnti. ~b:Jcoo o6£3MM8.">(}00U M().)~o .'>6 oob.:>~M 
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~.')3~03ob ~ -ti.')8~C2.:>36~ob oa(}mb303.')Clo, ooo~M.') 8b.lMa(} ~.:>'CJHM3~~03 ~.l ~.lOVSMb 
~8C"ldo:JO.>, M.lOO.l ~.:>~0o6Mb M::p~ .'.>15 oob~M~~J.')M03ob .')6 ~~.l3~ob~~~
~~~ ffb~ob ';'.:)6.;p.l aoo\mcpMb 0.')aC'>doQe,ob a~ ~.') oo~.')eo:> oa ~olX>b 
CJ[Jb.lb~. M~t)~a~~~ orlf5.l o~6a0f'l~OOO 8Mb~ob ,3(i)o&J63oob ao~6om. 

8~3m.l o~b rJm:>6baM~.l, ~V~MO<f301).) ~~<'>Ma o~~ob 't3.lMQ~OO 

~ a,')~6 ~.lJ.'>aCJ~. n6'.t>.l 0~.lvff<.t>:Jb -~~ ati~.') omob JM6u~o:io~b 
&'boo'> ~.') o~u.'>v~~ ,')(\) ~.') a~"oonU -~a&cl~ u.;b.l8~b. b.;~.;llMMnbM 
~'06.')~b £ 6~flooM bb3:> Jo(l)b £ a<'>m:.1~· 

0)00)(")~ ab.lMD 3.;b':jbo~~_, \Jo6~~'0om.l6b6~ob CJ:.1~.:>uV~~ 

IDJ'OO'),)('\) ~'t>3. \Jo6.l8~~D CJ::lo'>~b CZJ,')(\)0~3~0 ab~.l ~.l~ 
~:,~~.'.>'6mU iz306.;,5~ IDbb~b bo~CloIDV3~~.lb. 

~~23-~ 

~~CJom:i~o ~~#o CJoQ?ob abM~ 8b.)(l):JOJ.l ~om£~b 
~'ha. 6o&o~ ,')~.')(i)o ~ Q.l'lJMMa~~:, o~J:J ~Jriln66ob IDbom, 
~ d~.)(fo 0o3:, \)ofo~l)t>~ O:Joo.lObofllob 24-o a~u ~ ~ob 
a0u~~. 

1. \)o6.l8~l)t>~ aam£~.') ~.) \706~ CJ:.10).)6b8:foob 6:foo~o ~.) d~.lOo 
on<.?Ob ~a~nM<>-SMO:Pob o.)~.lb &~ <.lOOtJMf)o~b m.)(1)~£. (I)("}~ 

8b.lmo:.t>o :,~.lb6r.JM~, (i)("}8 mOOX'l~~.l ab.lMQB <;p.l.lb~~.l \)o6~:fo.)(1)3 aoc»£t>a~b 

a~.')00o~bm3ob \).)lo(i)M ID~m.lMCT '&x.p.:>b~~~:t>Moao~e.o. 

2. mom~ ab~b Clo';jd~o.l oaV83o~b \Jo6~oe,.>Mn O:JOl<'>Bba~.;. \)o6.l8~ 

aam£t>ant>ob 13t1Vtf3X>ob aou.lbQt> b-">~m~ 0.lB'h(l)~3ob 8f1MMG a~00>3ob, M01baMQ~.lmO 
~,~~~a~ :i(l)bot>om, \)rfl~~ CJaO~o6Qf)ob ~0't>:,36ob 0'bool. 

3. \)o6~~ CJnm~b aavl:J300Db 60r.Jb~.l~P~· ':.:J61'.;p.l ~0Md~b \)o6~ 
o~6ba~b o:Jb.ll).)oob:i~ o.l<33<!;'.'0~0 .'.'>6 btJs;:,03,')(I)~ ao\j~ g~.l ~~ 
o5e~ooob ~.'.'>03.'.'>, zj a~o~~~obll::Jb.'.'>t).')8ob~. 
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oo\) ~UO't:T>~:.io. oob-'>~.,aooo 8m.'>3~Wl3at>ob OO[)M b~6~Q? ~~.'>8MbO~j, d308~ 

~aMCJV:f>aba::. bQ<!?o 8<'l.'>\Jot">nu uoo.,acro&~n anro.)ohoab.:ill. 

CJab~~o.'> (Y)('i) Q?QW6~• .-j ~{3e4~ f.ioftg qJ.,."b it o6&~b~~ 
::J~ n6ot'~n. <'10030 oa:Jb6o m~~.'>Q? .'>3cntJ56rJoo.'>. &.)5a.lMOa300::.b 

6otiob8o[)Mo (Y>6bb~p~b Clo8ooba::J3.:X3o, ~oM~::JbM~;> oOO~.) oBo~o~O~b. 

~JO'U~~b 
~al"lMt»ouU;>~: 
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~ 

~0>3~ 8o3("'J ?3:xf>o>~ilO~bmJobao~ RESTRICTED 


t;..,~~&<>b~b 8dM6o o~Ma..,aoob ~.'>(330b~ 


1. a~~o~Uffiaob 8oVMQ?O~ RESTRICTED b.'>~MMl'lnb b.'>Mobbob8jM6n 
b~Mol~(')U ~c;.p~B~M o&BMM8.'>()0.'> ~0>[)()~8.'> 60.'>6oW.'>. 001anb<>b ?JQ8mbs:J3.'>ao, ';;'.,'.}~.'> 

~003.'>b d3Q(Wlm ~ao00a~oo ~n~{)bob anb.'>~.'>aob~. 

2. RESTRICTED b~~~M~ b.wJobbom 0.'>6b.'>~~o 065~aeoob '3Q6.'>b3.'> ~.., 

&w>t:x.l>oh ~~ JM66no6:JMaNJo ..,5 c;.p.'>~~ ~~6>o.'>'t>n, Mae ~~~!;IM5h 
~~~[)3.'>cmb~a~~t; ao3("'J oobo ~Ei<"&t; ~o~tJ. 

3. o[){f>m~ a~~ aoo1a~u ~~~ob ao~" ~~.., onh~<"> ~..,b, M:x».'> 
~.'>0(33.'>U b.'>j~b ao:JM 80~ RESTRICTED b~l; b.'>Mol;bob 83M6Q 
oocsM<?aaeo.., .'>M~(j>~h~o 30M{)bo\J .m rfxnao~nl'lnh.:>maOO OObo ~..,36(j>obc;.'>6, 

h.'>d:>~ ~6.'>u~\>~~6~Mo>aob O.'>Mo'JD· 

4. RESTRICTED ~~\; b.'>Mobbob 8rlM6o o&8MM8aeoob ~~~ ?Jofub3:>, 
~~..,~ .'>6 ao~..,. b.'>~l:'l(j>ob 8obt:)(WOCD, ';;'.,'.}~.., 0.'>6b<'lMoo~ 8m.'>31">~ .'>6 
JM60ff>~ob ao:JM .'>~~~ boh6a<J{Jbob ~~- J.')Md~. RESTRICTED 
b~~Mf>ob ~obbob 8::)C'"l60 ~aeo0hao&baob. ~.'>ario.:>~u .'>6 t,~b 8o'"b6om 
5nf>nbaonMo bobOQ80h 21~sofiat>~ceo. a..,5 ~.., a~u ~ll.'>~~b ~~. 
MM8Q<!?0(3 (36M~O.'>, ~oMMa ,,.)J~O~.'>". ,..'>3ff>oc;pQ6.'>60.'>" ~ o{)W>.'>Bobo 
8:>.'>JM~~o M~~fX.>u 8o:JM ~&JO>~~o M50BO~Mo o.'>6~~. ~ 
~.'>UO~.), ff>Ma ~oaou ()~ao6~.) .'>JO.'>f3t'l'B~oeu ';;'.,'.Jh~~ a0l;.)()~b 
8Mo?brtl36~ ~.) M'> d8oou O.'>~~ MOOJU. n';;'.,'.}U~~ob UO.'>~.'>~~~ 
<'>3~.'>GO'CJ~ ~M{)bo" .'>Mou 6:Jd6oJ';;'.,'.JM<"> a~. MoO'>~. ~~ 
o&zjMMa~fKll) ~.'>a&C)CJ.'>~o .'>~M8.'>00't>~ h.'>®iBMMO.'>GOM bob0a<Jol'1ob «;.p.)(3300 
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